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The technology is allowing the users 
to use the social networking like Facebook. The social networking sites will allow the users to create 
the account without any verifications and validation. As more and more user communicate wit
other also causing the problem like deception. This is caused due lack of standards followed by the 
social networking sites. In the proposed paper a physical check mechanism is introduced with the help 
of which deception is going to be detected. Thi
mechanism.
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INTRODUCTION 
 
The people now days do not have time. They communicate 
with each other by the use of internet. Internet provides number 
of mechanisms by which users can communicate with each 
other. Most common mechanisms which are used involve social 
media. Social media will help in establishing linkage between 
the different communities of users. The social media has 
allowed many users to share their views and also help the users 
around.  But with the advent of the technology problems also 
start to appear. The main problem which is caused with the 
social media is deception. The deception model is then created 
in order to detect the problems with the online user accounts. 
Some users can have multiple accounts or some wrong 
information is provided by them. This paper describe
deception is deliberate attempt to mislead the others. The 
deception will be such that the other user will not able to detect 
the falsifying information provided by the malicious users. The 
privacy of the users will be at stake if deception takes
 

Online deception 
 

The deception will cause falsifying information to be 
transmitted from source to the destination. Deception can be at 
the smaller scale or at the large level. Deception can cause 
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ABSTRACT 

The technology is allowing the users to communicate with each other. One of the most common way is 
to use the social networking like Facebook. The social networking sites will allow the users to create 
the account without any verifications and validation. As more and more user communicate wit
other also causing the problem like deception. This is caused due lack of standards followed by the 
social networking sites. In the proposed paper a physical check mechanism is introduced with the help 
of which deception is going to be detected. This mechanism is also termed as background check 
mechanism. 
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The people now days do not have time. They communicate 
with each other by the use of internet. Internet provides number 
of mechanisms by which users can communicate with each 
other. Most common mechanisms which are used involve social 

ill help in establishing linkage between 
the different communities of users. The social media has 
allowed many users to share their views and also help the users 
around.  But with the advent of the technology problems also 

which is caused with the 
social media is deception. The deception model is then created 
in order to detect the problems with the online user accounts. 
Some users can have multiple accounts or some wrong 
information is provided by them. This paper describe that the 
deception is deliberate attempt to mislead the others. The 
deception will be such that the other user will not able to detect 
the falsifying information provided by the malicious users. The 
privacy of the users will be at stake if deception takes place.  

The deception will cause falsifying information to be 
transmitted from source to the destination. Deception can be at 
the smaller scale or at the large level. Deception can cause  
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damages both at physical and mental level. With the advent of 
the technology large number of users is using the internet. 
There are number of social networking sites which user 
order to interact with each other. They share their thoughts, 
feelings, experience etc. some information which they share 
may be sensitive in nature. Also there is some private 
information which is presented over the social media. 
Deception which takes place over the internet is under the 
category of Online Deception. 
 

Potential victim 
 

When falsifying information is provided by the users then the 
other users which are affected by the deception are potential 
victims. General technology behind the deception will be online 
social media. The sites like Facebook are just concentrating on 
increasing the size of their database. They have less focus on 
the information provided by the users rather they are more 
concerned about the size of the database. This is causing more 
and more deception on the network. The users who are 
suffering from the falsifying information are known as victims. 
 

Proposed model  
 

The proposed model helps in reducing the deception over the 
Online Social Media. It is close to impossible to remove the 
deception over the social media. But it is possible to reduce the 
deception over the social media. The proposed model is as 
shown as follows 
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Entities involved in online deception 
 

 
 
 



The user of the online social network will create their accounts 
in order to access the networks. The account verification 
process is not hard. This will cause deception in the social 
networks.  The proposed model try to resolve the problem 
associated with the social network users. There are following 
steps which are associated with the proposed system. 
 
1) In the proposed system first of all user will appear. The 

information about the user will be passed to the user 
verifier. 

2) There exist user societies with which the information which 
presented by the user will be compared. If the user already 
exists then user is not further created. User has to go 
through the process of user verification again. 

3) After the second step user has to go though physical 
verification process. The list of attributes is listed with 
which user information is validated. This information is 
used if the malicious activity is detected.  

4) On the basis of the information two groups are formed. 
First group indicate the validated users and the second 
group indicates the deception which is caused by the users. 

 
Proposed algorithm 
 
The proposed algorithm will reduce the deception over the 
social media. The physical check mechanism is used in this 
case. If the falsifying information is provided then concept of 
jailed will be used. Which means is falsifying information is 
provided then legal action can be taken against that user. Also 
validity of user can be checked by verifying the information 
physically by calling or through the e-mail. 
 
The algorithm is step by step representation of the steps 
required to solve the problem. The proposed algorithm is as 
follows 
 
Algo Check() 
// This algorithm build a network in which information is 
received from the user(Iu) and then validation mechanism 
verify the data 
1)Record Length of the Record(Rf) in I. 
2)Loop until I>0 
a)Make user pass through the series of Questions(Q).  
b)If InValid(Q) then 
B1) Declare user falsifiy(F) and return 
Else 
B2) Goto c 
End if  
c)Perform Background(B) Check 
d)If IsValid(B) then 
D1) Declare user Valid and goto step e. 
Else 
D2) Declare user invalid. 
End of if 
e)I=I-1 
End Loop 
3)Stop 
The above algorithm suggests that the user has to go through 
series of steps before user will be able to create account over 
the network. The questionnaires are also used so that validity 
of the user can be verified. 

Conclusion and Future work  
 
The proposed model concentrates on the mechanism for 
reducing the deception over the social media like Facebook. In 
order to do so background check mechanism or physical 
verification mechanism will be used. User will provide the 
information and that information will be verified against the 
certain checks. Phone calls and emails can be sent to the 
appropriate college or schools or the firm in which user works. 
This mechanism will takes time which can be the disadvantage 
of the system but deception over the social media can be 
significantly reduced using the above said mechanism. In the 
future time consumption can be reduced by fully automating the 
system of verification. 
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