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In healthcare industry, clinical decision support system plays an important role. As the clinical data is 
confidential data, there is a huge requirement of a secure
secrecy of data. In this paper, we propose a homomorphic encryption technique which is able to 
perform the different operations on data by preserving the privacy of data. As, the data privacy is the 
primary concern.
encryption algorithm which supports large integer, small integer as well as text data encryption will 
be designed. We will perform operations on encrypted data rather than de
processing. As our proposed algorithm includes large integer as well as text data, our system will be 
more efficient than existing system.
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INTRODUCTION 
 
Security of the outsourced cloud data is an important area of 
research. The homomorphic encryption can make the 
outsourced cloud data secured. The homomorphic encryption 
scheme performs the calculation on the encrypted cloud data 
which makes the data security strong. Nowadays the bulk 
amount of data is produced there is increasing
security. Fully Homomorphic Encryption scheme is the vast 
area of research and development. The ideal Fully 
Homomorphic Encryption algorithm is not yet developed. 
Fully homomorphic encryption can be able to perform the 
random operation on the encrypted cloud data without 
decrypting the while performing calculation on the data, and 
will produce the encrypted result which is being send to the 
user. Here, Fully homomorphic encryption technique is 
designed. The outsourced arithmetic and searching 
can be achieved by constructing secure platform for both 
single key and multiple key setting. Fully homomorphic 
encryption will be able to overcome the scurity limitations of 
cloud computing by directly performing computations on 
encrypted ciphertext data. FHE technique can make 
multiparties to share there data without any trust. Fully 
homomorphic encryption will enable highly secure application.
In this paper, we are going to describe the method of designing 
the fully homomorphic encryption technique for security of 
outsourced cloud data.  
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ABSTRACT 

In healthcare industry, clinical decision support system plays an important role. As the clinical data is 
confidential data, there is a huge requirement of a secure data security system which can maintain 
secrecy of data. In this paper, we propose a homomorphic encryption technique which is able to 
perform the different operations on data by preserving the privacy of data. As, the data privacy is the 
primary concern. All the operations are performed on the encrypted data.
encryption algorithm which supports large integer, small integer as well as text data encryption will 
be designed. We will perform operations on encrypted data rather than de
processing. As our proposed algorithm includes large integer as well as text data, our system will be 
more efficient than existing system. 
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Security of the outsourced cloud data is an important area of 
homomorphic encryption can make the 

outsourced cloud data secured. The homomorphic encryption 
scheme performs the calculation on the encrypted cloud data 
which makes the data security strong. Nowadays the bulk 
amount of data is produced there is increasing need of data 
security. Fully Homomorphic Encryption scheme is the vast 
area of research and development. The ideal Fully 
Homomorphic Encryption algorithm is not yet developed. 
Fully homomorphic encryption can be able to perform the 

encrypted cloud data without 
decrypting the while performing calculation on the data, and 
will produce the encrypted result which is being send to the 
user. Here, Fully homomorphic encryption technique is 
designed. The outsourced arithmetic and searching operations 
can be achieved by constructing secure platform for both 
single key and multiple key setting. Fully homomorphic 
encryption will be able to overcome the scurity limitations of 
cloud computing by directly performing computations on 

rtext data. FHE technique can make 
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Fully Homomorphic Encryption Technique is designed 
integer as well as text data with efficiency and high 
performance. Fully homomorphic encryption (FHE) is a form 
of encryption where we will be able to do computations on the 
decrypted form of cipher-texts without performing decryption 
on those cipher-texts. As a result, an encrypted form of the 
result of those computations is generated. However, 
Searchable encryption is a form of encryption where you can 
search for cipher-texts whose decryption satisfying some 
condition without decrypting those cipher
the decryption. A collection of cipher
the end result. A fully homomorphic encryption technique will 
be used to perform the various mathematical operations on the 
integer data. Since, the efficient fully homomorp
technique not yet designed. So there is a huge scope in 
developing an innovated homomorphic encryption technique 
which is able to perform the computations on large integer as 
well as search on text data. Cloud computing will bulk amount 
of data generated in day-to-day life in various sectors viz. 
healthcare industry, revenue department, crime branch, food 
industries, educational area, etc. Many of the industrial sectors 
use the cloud storage as an option to store the data securely by 
keeping the data with third party. Third party uses various 
encryption techniques such as searchable encryption, 
homomorphic encryption, etc. The homomorphic encryption 
technique reduces the chances of data leakage as the 
computations are performed on the encrypte
fully homomorphic encryption have the capabilities to perform 
the high level computations on the data. 
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In healthcare industry, clinical decision support system plays an important role. As the clinical data is 
data security system which can maintain 

secrecy of data. In this paper, we propose a homomorphic encryption technique which is able to 
perform the different operations on data by preserving the privacy of data. As, the data privacy is the 

All the operations are performed on the encrypted data. An innovated homomorphic 
encryption algorithm which supports large integer, small integer as well as text data encryption will 
be designed. We will perform operations on encrypted data rather than decrypting it during 
processing. As our proposed algorithm includes large integer as well as text data, our system will be 

Creative Commons Attribution License, which 

 

Fully Homomorphic Encryption Technique is designed for 
integer as well as text data with efficiency and high 
performance. Fully homomorphic encryption (FHE) is a form 
of encryption where we will be able to do computations on the 

texts without performing decryption 
exts. As a result, an encrypted form of the 

result of those computations is generated. However, 
Searchable encryption is a form of encryption where you can 

texts whose decryption satisfying some 
condition without decrypting those cipher-texts and looking at 
the decryption. A collection of cipher-texts has been given in 

A fully homomorphic encryption technique will 
be used to perform the various mathematical operations on the 
integer data. Since, the efficient fully homomorphic encryption 
technique not yet designed. So there is a huge scope in 
developing an innovated homomorphic encryption technique 
which is able to perform the computations on large integer as 

Cloud computing will bulk amount 
day life in various sectors viz. 

healthcare industry, revenue department, crime branch, food 
industries, educational area, etc. Many of the industrial sectors 
use the cloud storage as an option to store the data securely by 

the data with third party. Third party uses various 
encryption techniques such as searchable encryption, 
homomorphic encryption, etc. The homomorphic encryption 
technique reduces the chances of data leakage as the 
computations are performed on the encrypted cipher-texts. A 
fully homomorphic encryption have the capabilities to perform 
the high level computations on the data.  
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The searchable encryption is used to perform the secure search 
operation on the encrypted data. A fully homomorphic 
encryption with some important capabilities are- highly 
secured data storage, secure data processing can be done on-
the-fly, computations acomplished with no involvement of 
additional servers, easy for use. The advantage of this fully 
homomorphic encryption technique over existing homomorphic 
technique is that it can work on large integer data as well as 
floating point data efficiently. The operations performed on 
text data also.  
 
Literature review: The Leveled Fully Homomorphic 
Encryption without bootstrapping technique is described in 
(Brakerski, 2012). Bootstrapping increases the computation 
overhead as it involves the encryption of each bit of the 
plaintext is replaced by large cipher-text. Hence, here the 
encryption algorithm involves the ring-LWE scheme. 
Homomorphic encryption for AES circuit computation is 
described in (Gentry, 2012). Why AES chose because it is 
widely used in security based applications (AES with 128-bit 
key size). Various operations of AES circuit can be calculated 
homomorphically. This system is based on the BGV-Scheme 
where the basics of practical implementation of homomorphic 
encryption are mentioned. Here, the various optimizations such 
that it might be used for calculating other circuits. The 
comparative study of homomorphic encryption technique with 
and without bootstrapping is explained. The polynomial ring is 
used for calculating AES circuit. The et al. (2016), (Liu et al., 
2016) state an efficient way of performing computation on the 
outsourced data using multiple keys. Large number of users 
can effectively outsource their data on the cloud without 
compromising security of the individual user’s data as well as 
the final computed result. The platform is designed in a way 
that the different users will be able to post their data securely 
using own public key. Use of multiple keys can make it more 
secure. The PCOR (Liu et al., 2016) can be able to perform the 
computations on the rational numbers. The operations can be 
done on-the-fly. An effective technique is introduced in 
(Alhassan Khedr and Glenn Gulak, 2018) for sharing the 
medical records among medical representative throughout the 
world. Here, the advanced NTRU-based technique is 
developed on the basis of the homomorphic encryption scheme 
where there is small growth of noise with increasing size of 
data. A verifiable public key encryption algorithm is designed 
in multiuser setting (Wu et al., 2018). The server can be able to 
build an inverted index structure for key encryption to reduce 
the complexity. As security issues in outsourced data 
computation is a trending research topic. An innovative plan 
for outsourced database and query point is proposed in 
(Shankar, 2018). Here, to improve the system performance 
opposition based particle swarm optimization is used for 
encryption with Homomorphic Encryption scheme. The query 
is processed on encrypted data with the help of homomorphic 
keys for sharing the data over the platform. To preserve the 
security the optimization has been accomplished with 
homomorphic encryption. There are many feasible 
homomorphic encryption techniques are available but till now 
the key size has limited and restricted size. In (Kavita Aganya 
and Iti Sharma, 2018) the authors provide a scheme of 
homomorphic encryption which can able to handle the large 
message space by emphasizing some advancement in existing 
techniques. Here, they process the large message by encoding 
it as a coefficients of polynomial and then perform the 
encryption on encoded polynomial’s coefficient. Nowadays 
there is much advancement in hacking techniques as well as 

there is huge number of types of attacks among them one of 
most common attack is known plaintext attack. By doing 
analysis over the different existing FHE techniques (Babenko 
et al., 2018), homomorphic encryption technique for known 
plaintext attack is proposed. The crypto-system is based on the 
Residue Number System (RNS). In this case, RNS increase the 
efficiency of HE technique by processing some of the 
operations in parallel as well as it helps in error correction. The 
main focus is here to maintain the secrecy of data storage. Both 
the cloud computing and big data environments have the huge 
scope of homomorphic encryption technique as they produces 
the bulk amount of data on daily basis. And the data security is 
the primary concern in both of the fields. Here, they proposed 
a symmetric FHE scheme based on association rule mining 
technique to preserve the data privacy (Baocang Wang et al., 
2015). Cloud provide facility for storing large amount of data 
from different vendors (Ayantika Chatterjee and Indranil 
Sengupta, 2018). Cloud should provide the security for data at 
enterprise level to maintain secrecy of sensitive data. Arbitrary 
operations can be performed on the encrypted data by the 
usage of FHE technique.  
 
An idea is proposed (Cheon, 2016) to preserve the privacy of 
the encrypted database. While performing the computations on 
the encrypted data, it maintains precaution for the exposure of 
confidential data to the unauthorised user. It explains the 
advantages of using FHE over the usage of multiple encryption 
algorithms to maintain the privacy policy. Here, the encryption 
is done for search and compute operation. The devised 
framework has used the primitive circuits for encryption. 
Clinical decision support system has been devised in (Ayantika 
Chatterjee and Indranil Sengupta, 2018) which help the clinical 
representative to take the critical decision. The decision has 
been taken by using naïve Bayesian Classifier. The patient’s 
historical data can be protected by using an innovated method 
namely an additive homomorphic proxy aggregation scheme. 
Top-k retrieval method is used to mark out the top matching 
records. It terminates the client-server connection by message 
passing phenomenon. The issues related to instruction 
executions, loop handling, variable definition translation, 
conditional termination of method while working with 
encrypted data and controls. They highlight the challenges 
while handling the encrypted data translation of recursive 
codes to their counterparts. An idea of encrypted auxiliary 
stack has been devised with two methods viz., encrypted pop 
and encrypted push to handle the recursion of encrypted data 
(Ayantika Chatterjee and Indranil Sengupta, 2018). Use of 
multiple keys for outsourced multiparty computation is 
explained in (Peter, 2013). A novel technique is developed 
with the use of two non-colluding untrusted servers jointly 
perform the complex computation. Here, there is no user 
interaction is required to carry out the different computations 
on the encrypted data search the place. In that new thing you 
get the idea how it looks and map the location. They 
recommend an own travel sequence the system mined user’s 
and routes travel. First choice giving own POI, cost, time and 
season and now recently study on not only POIs (point of 
interest) but also travel sequence, turn over famous and user’s 
travel choice at the similar time (Brakerski, 2012). 
 

PROPOSED METHODOLOGY 
 

The proposed system provides a secure encryption technique to 
provide the security to outsourced data calculation. It mainly 
focused on the homomorphic encryption technique to securely 
perform the operation on the data which has been stored online 
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storage. In proposed system we focus on user’s data security 
and preserve the privacy of the data. An efficient 
homomorphic encryption technique has been devised to 
perform the calculation on large integer, floating point data as 
well as query evaluation on the text data. The data stored on 
the third party cloud and while performing the calculation on 
that data the encrypted data has been fetched from the storage. 
And then the operations has to be performed on the encrypted 
data itself. 
 
Conclusion 
 
Study of various existing homomorphic encryption techniques 
with variation has been done in this paper. This paper 
demonstrates the different uses of the homomorphic encryption 
technique while maintaining the security of the data. 
Efficiency and accuracy of variants of HE is observed and 
compared. 
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