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INTRODUCTION 
 
The contemporary information landscape is increasingly shaped by 
what scholars refer to as the post-truth era, where emotional appeals 
often outweigh factual accuracy in influencing public opinion (Oxford 
English Dictionary, as cited in relevant literature). While the term 
gained prominence in 2016, it reflects an acceleration of deeper 
historical trends in information manipulation and subjective 
interpretations of truth. Social media platforms, powered by 
algorithmic content delivery, exacerbate these challenges by 
prioritizing engagement over accuracy—an issue highlighted by the 
World Health Organization’s classification of COVID
misinformation as an infodemic (WHO, 2020). 
the scale of this issue: false news spreads six times faster than accurate 
information on social media platforms (Vosoughi et al., 2018), with 
64% of Americans reporting that fake news causes "a great deal of 
confusion" (Mitchell et al., 2021). Similarly, 83% of Europeans view 
misinformation as a direct threat to democratic processes (European 
Commission, 2022). Addressing this crisis requires robust 
interventions focused on enhancing digital literacy, which 
encompasses the ability to locate, evaluate, create, and communicate 
information effectively across digital platforms.
unique position in tackling misinformation. With historically high 
levels of public trust—78% of Americans rely on librari
information, compared to just 29% for social media (Pew Research 
Center, 2021)—libraries serve as neutral spaces for critical 
information literacy development. Their longstanding commitment to 
public education and access positions them as e
digital literacy promotion.  
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ABSTRACT 

Digital Literacy vs. Misinformation, explores the challenges that have emerged in managing misinformation and 
disinformation in today's digital era. It highlights how quickly false or misleading content spreads through 
algorithm-driven platforms and underscores the vulnerability of individuals to cognitive biases that re
erroneous beliefs. The paper argues that developing strong digital literacy
evaluate, and create digital content—is essential to empower individuals against such challenges. A key focus is on 
the transformation of traditional information sources, notably libraries, into active centers for digital education and 
community engagement. The study demonstrates that through continuous Media and Information Literacy (MIL) 
initiatives, libraries can equip the public with the critical tools needed to assess information authenticity and foster 
an informed, resilient society. 
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This study aims to address critical gaps in research by investigating 
libraries' evolving role in misinformation mitigation. Specifically, it 
examines: 
 

i. The relationship between participation in library d
literacy programs and misinformation susceptibility

ii. Key components of effective library
initiatives 

iii. Barriers to implementation and strategies for overcoming 
them 

iv. Policy frameworks necessary to support libraries' digital 
literacy efforts 
 

By exploring these dimensions, this research 
institutional responses to misinformation and provides actionable 
insights for library practitioners, policymakers, and educators striving 
to enhance digital literacy initiatives.
 

The Landscape of Misinformation in the Digital Age
 

Definition and Characteristics 
 

● Misinformation: False or inaccurate information spread 
without malicious intent (Caled & Silva, 2021) (Aïmeur et al., 
2023). 

● Disinformation: Intentionally false and harmful information 
(Caled & Silva, 2021) (Aïmeur et al., 2023).
 

Drivers and Amplifiers 
 

● Social media platforms’ algorithm
accelerate the spread of false content (Caled & Silva, 2021) 
(Aïmeur et al., 2023). 
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This study aims to address critical gaps in research by investigating 
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● Cognitive vulnerabilities, such as confirmation bias and the 
tendency to accept information that aligns with pre-existing 
beliefs, exacerbate the phenomenon (Caled & Silva, 2021) 
(Aïmeur et al., 2023). 

 
Societal Implications 
 

● Erosion of trust in institutions. 
● Manipulation of public opinion during elections and crises, 

such as the proliferation of fake news during the COVID-19 
pandemic (Pennycook et al., 2020). 
 

The Importance of Digital Literacy 
 
Definition and Role 
 

● Digital literacy is the ability to effectively navigate, evaluate, 
and create content using digital technologies. 
 

Benefits in Combating Misinformation 
 

● Media and Information Literacy (MIL) education enhances 
the ability to identify fake news and reduce the spread of 
inaccurate information (Adjin-Tettey, 2022) (Roozenbeek et 
al., 2023). 
 

Challenges in Implementation 
 

● One-off training sessions may not provide sufficient skills. 
● Continuous education and integration of MIL into mainstream 

educational modules are crucial (Adjin-Tettey, 2022) (Caled 
& Silva, 2021). 
 

Understanding the Post-Truth Information Environment: The post-
truth phenomenon represents more than simply the presence of 
inaccurate information; it signals a fundamental shift in how truth is 
valued and constructed in public discourse. As noted in the reference 
material, emotions and personal beliefs increasingly outweigh 
objective facts in shaping public opinion. This trend has deep 
philosophical roots in postmodern thought, which questions the notion 
of objective truth, and emotivism, which emphasizes the primacy of 
emotional responses (reference material). Digital platforms have 
accelerated these trends through several mechanisms. Social media 
algorithms prioritize content based on engagement metrics rather than 
accuracy, creating what Guess et al. (2020) term "attention cascades" 
that amplify sensational or emotionally provocative material. Echo 
chambers and filter bubbles further isolate users within homogeneous 
information environments, limiting exposure to diverse perspectives 
(reference material). These technological factors interact with human 
psychology, particularly confirmation bias, which leads individuals to 
seek and accept information confirming existing beliefs while 
dismissing contradictory evidence. UNICEF identifies seven distinct 
categories of problematic information: satire/parody, false connection, 
misleading content, false context, imposter content, manipulated 
content, and fabricated content (reference material). Each type 
requires different identification strategies, complicating educational 
efforts to improve discernment. 
 
Digital Literacy as a Countermeasure: Digital literacy encompasses 
multiple competencies beyond basic technological proficiency. Ng 
(2012) conceptualizes it as comprising three dimensions: cognitive 
(critical thinking), technical (tool use), and socio-emotional (ethical 
engagement). In the context of misinformation, the cognitive 
dimension is particularly crucial, involving skills like lateral reading 
(cross-checking information across sources), source evaluation, and 
understanding how digital information is created and disseminated. 
Research demonstrates that individuals with higher digital literacy 
scores are significantly less likely to believe and share misinformation. 
Sirlin et al. (2021) found that digital literacy correlates strongly with 
accurate judgments of news headlines (r=0.35, p<0.05), though its 
impact on sharing behavior is more modest. Breakstone et al. (2021) 
demonstrated that structured digital literacy training improved college 

students' ability to evaluate online sources by 63% over baseline 
assessments. The "SIFT" method (Stop, Investigate the source, Find 
trusted coverage, Trace claims) has emerged as an effective 
framework for evaluating online information (reference material). 
Similarly, "inoculation theory"—pre-emptively exposing individuals 
to weakened forms of misinformation—shows promise as an 
educational approach. Digital misinformation and disinformation are 
rampant in the digital age, driven by social media algorithms and 
amplified by cognitive biases like confirmation bias (Caled & Silva, 
2021) (Aïmeur et al., 2023). This environment has led to profound 
societal impacts, including the erosion of trust in institutions and the 
manipulation of public opinion, as vividly demonstrated during the 
COVID-19 pandemic (Pennycook et al., 2020). Digital literacy—the 
competency to effectively navigate, evaluate, and produce digital 
content—is a critical tool in countering these challenges. Although 
Media and Information Literacy (MIL) education has shown promise 
in reducing the spread of misinformation, the evidence suggests that 
one-off training sessions are inadequate; there is a pressing need for 
continuous education and its integration into mainstream curricula 
(Adjin-Tettey, 2022) (Roozenbeek et al., 2023) (Caled & Silva, 2021). 
 
Libraries' Role in Digital Literacy Education: Libraries have 
historically served as community anchors for information literacy 
education. The reference material emphasizes several assets that 
position libraries as effective digital literacy educators: 
 
i. Public trust: Libraries maintain high levels of public 

confidence compared to many institutions. 
ii. Equitable access: Libraries provide free technology access, 

helping bridge digital divides. 
iii. Professional expertise: Librarians possess specialized training 

in information evaluation and research methodologies. 
iv. Community embeddedness: Libraries serve diverse 

populations and understand local information needs. 
v. Commitment to intellectual freedom: Libraries provide access 

to diverse perspectives without ideological filtering. 
 
Library digital literacy initiatives take various forms, including 
workshops on fact-checking, media literacy education programs, 
curated resources on frequently misrepresented topics, and 
collaborations with educational institutions and fact-checking 
organizations (reference material). Case studies from Toronto Public 
Library (Canada) and Delhi Public Library (India) demonstrate 
significant improvements in participants' evaluation skills following 
structured programs (reference material). Libraries serve as trusted 
information hubs and dynamic community educators, playing a key 
role in the fight against misinformation. They offer curated, reliable 
resources and provide practical training workshops that cover 
everything from evaluating online sources to identifying and 
combatting fake news (Zimdars & McLeod, 2020) (Aïmeur et al., 
2023). By forming collaborative partnerships with schools, local 
governments, and technology companies, libraries deploy 
comprehensive strategies—ranging from fact-checking tool promotion 
to community-wide awareness campaigns—to bolster critical thinking 
and media literacy (Adjin-Tettey, 2022) (Caled & Silva, 2021) 
(Pennycook et al., 2020). Furthermore, these initiatives are designed 
with an eye toward inclusivity and accessibility while addressing the 
ongoing challenges of continuously evolving misinformation and 
societal polarization (Aïmeur et al., 2023) (Zimdars & McLeod, 
2020). However, research into the measurable impact of these 
programs remains limited. Few studies employ rigorous pre/post 
assessment designs or control for confounding variables. This gap 
underscores the need for additional research quantifying libraries' 
effectiveness in fostering digital literacy and misinformation 
resilience. 
 

LITERATURE REVIEW 
 
The issue of misinformation and digital literacy has been extensively 
explored in academic literature, highlighting the significance of media 
and information literacy (MIL) in mitigating the spread of 
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misinformation. Adjin-Tettey (2022) emphasized that MIL training 
improves individuals’ ability to detect misinformation and decreases 
the likelihood of sharing inaccurate content. Roozenbeek et al. (2023) 
further expanded on this by evaluating various interventions, including 
critical thinking and fact-checking, to combat misinformation 
effectively. Additionally, Caled and Silva (2021) explored the 
mechanisms of misinformation creation and dissemination, outlining 
the interdisciplinary approaches—journalistic, educational, 
governmental, and computational—that contribute to tackling 
misinformation. Aïmeur et al. (2023) discussed the difficulties faced 
by artificial intelligence in detecting fake news on social media, 
reinforcing the need for human intervention through digital literacy. 
Zimdars and McLeod (2020) provided a comprehensive understanding 
of fake news, analyzing its production and circulation while 
recommending educational strategies to enhance media literacy. 
Pennycook et al. (2020) identified cognitive reflection and accuracy 
nudges as effective methods in improving individuals' ability to 
discern truthful information, reinforcing the importance of critical 
thinking in digital literacy. These studies collectively emphasize the 
critical role of libraries in promoting digital literacy through media 
literacy programs and fact-checking resources, thereby empowering 
communities to navigate misinformation in the post-truth era. 
 

METHODOLOGY 
 
Research Design: This study employed a mixed-methods approach 
combining quantitative and qualitative elements to provide a 
comprehensive understanding of libraries' role in promoting digital 
literacy and combating misinformation. The research design included: 
 

1. Quantitative survey: A 62-item questionnaire assessing 
digital literacy skills, misinformation susceptibility, and 
participation in library programs 

2. Semi-structured interviews: In-depth conversations with 
librarians and program participants 

3. Program outcome analysis: Evaluation of pre/post 
assessments from library digital literacy initiatives 
 

This triangulated approach allowed for both statistical measurement of 
program impacts and rich contextual understanding of implementation 
processes. 
 
Participants and Sampling 
 
Survey Sample: A stratified random sample of 468 adults (ages 18-74) 
was recruited from five geographic regions (Northeast, Southeast, 
Midwest, Southwest, and West Coast) in the United States. 
Participants were stratified by age, education level, and library usage 
patterns to ensure demographic diversity. The sample was 53% female 
and 47% male, with education levels ranging from high school 
diploma (27%) to graduate degrees (18%). 
 
Interview Sample: Semi-structured interviews were conducted with 
two groups: 
 

● 18 librarians responsible for digital literacy programming at 
public libraries 

● 14 participants who had completed library digital literacy 
initiatives 

 
Purposive sampling ensured representation from urban, suburban, and 
rural libraries, as well as diverse program types. 
 
Data Collection Instruments 
 
Survey Instrument 
 
The survey instrument included three validated scales: 
 

i. Digital Literacy Assessment (adapted from Eshet-Alkalai, 
2012): A 15-item measure assessing participants' ability to 

evaluate online sources, understand digital media creation, 
and navigate digital information (α=0.88) 

ii. Misinformation Susceptibility Index (developed by Guess 
& Munger, 2020): A 12-item measure examining participants' 
ability to identify false headlines and misleading content 
(α=0.84) 

iii. Information Sharing Behavior Scale: A 7-item measure 
assessing participants' verification practices before sharing 
online content (α=0.79) 

 
Additional items collected data on demographics, library usage 
patterns, and participation in digital literacy programs. 
 
Interview Protocol: Semi-structured interviews followed a protocol 
exploring: 
 

● Program development and implementation processes 
● Perceived effectiveness and challenges 
● Community response to digital literacy initiatives 
● Resource needs and policy support 
● Evolving approaches to misinformation 

 
Interviews lasted 45-60 minutes and were audio-recorded with 
participant consent. 
 
Data Analysis 
 

a.Quantitative Analysis: Survey data were analyzed using SPSS 
v28.0. Analysis included: 

● Descriptive statistics characterizing digital literacy levels 
and misinformation susceptibility 

● Multiple regression examining relationships between library 
program participation and outcome measures, controlling 
for demographics 

● Comparative analysis between program participants and 
non-participants 

● Factor analysis identifying key components of effective 
programs 

b. Qualitative Analysis: Interview transcripts were analyzed using 
NVivo software following Braun and Clarke's (2006) thematic 
analysis approach: 

1. Familiarization with data through repeated reading 
2. Generation of initial codes 
3. Identification of themes 
4. Review and refinement of themes 
5. Definition and naming of themes 
6. Production of the analysis 

 
Two researchers independently coded the data, achieving strong inter-
rater reliability (Cohen's κ=0.87). 
 
Ethical Considerations: The study received approval from the 
Institutional Review Board. Participants provided informed consent, 
and all data were anonymized. Interview participants had the 
opportunity to review their transcripts. The research adhered to ethical 
guidelines for data collection, storage, and reporting. 
 

RESULTS 
 
Digital Literacy Levels and Misinformation Susceptibility: Survey 
results revealed moderate overall digital literacy levels (M=3.42 on a 
5-point scale, SD=0.78) among participants. However, specific 
competencies showed significant variation, with particular weaknesses 
in lateral reading (M=2.87, SD=0.92) and algorithmic awareness 
(M=2.64, SD=1.05). Misinformation susceptibility was measured 
through participants' ability to correctly identify false headlines, 
yielding a mean accuracy rate of 68.3% (SD=14.7%). Susceptibility 
varied significantly by demographic factors, particularly age 
(F(4,463)=8.72, p<0.001) and education level (F(3,464)=12.38, 
p<0.001). Figure 1 illustrates these relationships. 
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Impact of Library Digital Literacy Programs: Approximately 38% of 
survey respondents (n=178) had participated in at least one library-led 
digital literacy program in the past 12 months. Multiple regression 
analysis controlling for age, education, and baseline digital skills 
revealed that program participation significantly predicted: 
 

i. Higher digital literacy scores (β=0.41, p<0.001) 
ii. Improved misinformation identification (β=0.38, p<0.001) 

iii. Reduced sharing of unverified content (β=-0.38, p<0.001) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Further analysis comparing specific program types revealed that 
workshops focused on practical fact-checking techniques yielded the 
strongest improvements in misinformation identification (mean 
improvement of 23.4 percentage points, SD=7.8). Programs 
incorporating hands-on exercises showed significantly stronger effects 
than lecture-based approaches (t(176)=4.82, p<0.001). 
 
Thematic Analysis of Library Initiatives: Qualitative analysis of 
interview data identified five major themes regarding effective library 
approaches to digital literacy and misinformation. 
 
Theme 1: Integration of Practical Evaluation Techniques: 
Successful programs incorporated specific, actionable evaluation 
strategies rather than abstract concepts. Librarians emphasized 
techniques like "click restraint" (evaluating search results before 
clicking), source investigation, and reverse image searches. 
"People connect with concrete tools they can immediately apply. 
Teaching them to take thirty seconds to Google the source before 
forming an opinion makes a huge difference." (Librarian 6) 
 
Theme 2: Community-Specific Approaches: Programs tailored to 
community demographics and information needs showed higher 
engagement and reported effectiveness. Librarians described 
customizing examples around local concerns, using culturally relevant 
materials, and addressing misinformation topics prevalent in their 
communities. "When we focused on health misinformation 
specifically affecting our Latino community, attendance doubled and 
participant feedback showed much stronger engagement." (Librarian 
13) 
 

Theme 3: Collaborative Programming: Partnerships with educational 
institutions, media organizations, and community groups enhanced 
program reach and credibility. Collaborations provided additional 
expertise, resources, and community connections.  
 
"Working with the community college media studies department 
brought technical expertise we lacked, while we contributed our 
information evaluation framework. The partnership strengthened both 
programs." (Librarian 4) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Theme 4: Emphasis on Emotional Dimensions: Effective programs 
addressed both cognitive and emotional aspects of misinformation, 
recognizing that emotional reactions often precede analytical 
evaluation. Techniques included mindfulness practices before 
information evaluation and discussion of emotional responses to 
controversial content. 
 
"We start by acknowledging emotional reactions to news—that 
moment of outrage or confirmation—and practice pausing before 
sharing. That psychological component is just as important as the 
technical skills." (Librarian 9) 
 
Theme 5: Institutional Neutrality as Asset: Libraries' perceived 
political neutrality enhanced their credibility as digital literacy 
educators, particularly in politically polarized communities. Librarians 
consciously leveraged this trust advantage through balanced 
collections, diverse examples, and transparent evaluation criteria. 
 
"People trust us because we're not seen as having an agenda. We're 
careful to use examples from across the political spectrum to maintain 
that trust." (Librarian 11) 
 
Barriers to Implementation: Despite positive impacts, significant 
barriers to library digital literacy initiatives emerged from both 
quantitative and qualitative data: 
 

i. Resource limitations: 76% of librarian respondents cited 
insufficient funding as a major constraint, with rural libraries 
reporting the most severe resource gaps. 

 
 

Figure 1. Misinformation Identification Accuracy by Age and Education Level 
 

Table 1. Multiple Regression Analysis Predicting Digital Literacy and Misinformation Outcomes 
 

Predictor Variable Digital Literacy 
Score<br>β (SE) 

Misinformation 
Identification<br>β (SE) 

Unverified 
Sharing<br>β (SE) 

Library Program Participation 0.41*** (0.07) 0.38*** (0.08) -0.38*** (0.07) 
Age -0.18** (0.06) -0.22** (0.07) 0.15* (0.06) 
Education 0.26*** (0.05) 0.23*** (0.05) -0.19** (0.06) 
Baseline Digital Skills 0.32*** (0.06) 0.29*** (0.07) -0.27*** (0.06) 
R² 0.37 0.34 0.31 

                                      *p<0.05, **p<0.01, ***p<0.001 
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ii. Digital access inequities: Both librarians and program 
participants identified persistent digital divides as obstacles, 
with 42% of rural participants reporting inadequate internet 
access at home. 

iii. Limited staff capacity: 68% of librarians reported insufficient 
time and training to develop and deliver comprehensive 
digital literacy programming. 

iv. Politicization of information literacy: 53% of librarians 
described encountering community resistance to certain fact-
checking topics perceived as politically motivated. 

v. Insufficient assessment frameworks: 71% of librarians 
reported challenges in meaningfully measuring program 
outcomes beyond participant satisfaction. 

 

 
 

Figure 2. Reported Barriers to Digital Literacy Program 
Implementation by Library Type 

 

DISCUSSION 
 
Libraries as Digital Literacy Catalysts: This study provides empirical 
support for libraries' effectiveness in enhancing digital literacy and 
misinformation resilience. The significant relationship between 
program participation and improved outcomes (β=0.38-0.41 across 
measures) aligns with previous research by Breakstone et al. (2021) on 
the impact of structured literacy interventions. However, our findings 
extend this work by demonstrating effects in diverse community 
settings beyond academic environments. Libraries' success appears 
rooted in several institutional advantages identified in both our data 
and previous research. As the reference material notes, libraries 
maintain high levels of public trust compared to many institutions 
(78% trust rate vs. 29% for social media). This trust advantage enables 
them to address controversial topics and information evaluation 
techniques that might face resistance from other sources. Their 
community embeddedness allows for the customization of content to 
local needs—a factor our qualitative analysis identified as crucial for 
program effectiveness. The finding that practical, skills-based 
approaches yield stronger outcomes than theoretical instruction 
supports Wineburg et al.'s (2016) research on lateral reading 
techniques. The specific impact of fact-checking workshops (23.4 
percentage point improvement) provides quantitative validation for 
libraries' increasing focus on concrete evaluation strategies like the 
SIFT method referenced in our literature review. 
 
Addressing Implementation Challenges: The barriers identified in 
section 4.4 reveal systemic challenges requiring both institutional and 
policy responses. Resource limitations—cited by 76% of librarians—
align with previous findings on constraints facing public libraries 

(ALA, 2021). Our analysis suggests that digital literacy initiatives 
often compete with other essential library services for limited funding, 
creating implementation gaps despite librarian recognition of their 
importance. The digital access inequities highlighted in our results 
(42% of rural participants reporting inadequate internet access) 
underscore that effective digital literacy education requires addressing 
fundamental access barriers. Libraries' provision of free technology 
access represents a partial solution, but our findings suggest the need 
for more comprehensive approaches to digital inclusion, particularly 
in rural communities. The politicization of information literacy efforts 
(reported by 53% of librarians) presents a particular challenge given 
libraries' commitment to intellectual freedom and neutrality. Our 
qualitative findings suggest that libraries navigate this tension through 
careful framing of digital literacy as a non-partisan skill and balanced 
selection of examples—an approach that leverages their institutional 
credibility. 
 
Toward an Integrated Framework: Based on our findings, we 
propose an integrated framework for enhancing libraries' role in digital 
literacy education and misinformation mitigation. This framework 
encompasses four key dimensions: 
 

i. Pedagogical Approaches:  
o Emphasis on practical, action-oriented evaluation 

techniques 
o Integration of emotional and cognitive components 
o Customization to community-specific information needs 
o Use of real-world examples across the political spectrum 

ii. Institutional Capacity:  
o Investment in staff training on digital literacy topics 
o Development of standardized, adaptable program 

materials 
o Implementation of meaningful assessment measures 
o Creation of dedicated digital literacy positions 

iii. Collaborative Networks:  
o Partnerships with educational institutions 
o Coordination with fact-checking organizations and media 

literacy nonprofits 
o Engagement with community organizations serving 

vulnerable populations 
o Cross-library resource sharing and program development 

iv. Policy Support:  
o Dedicated funding streams for digital literacy initiatives 
o Inclusion of libraries in national digital literacy strategies 
o Broadband access initiatives supporting library 

connectivity 
o Recognition of librarians as essential digital literacy 

educators 
 
This framework acknowledges both the significant potential and real 
constraints facing libraries as digital literacy providers. By addressing 
these dimensions simultaneously, libraries can enhance their critical 
role in building community resilience to misinformation. 
 
Limitations: Several limitations should be considered when 
interpreting our findings. First, our survey relied on self-reported 
measures of digital literacy and misinformation susceptibility, which 
may be subject to social desirability bias. Future research should 
incorporate behavioral measures of actual information evaluation 
practices. Second, while our sample was demographically diverse, it 
was limited to U.S. participants, potentially limiting generalizability to 
other cultural contexts. The digital information landscape varies 
significantly across global regions, and libraries' roles may differ 
accordingly. Finally, our cross-sectional design limits causal claims 
about program impacts. While regression analyses controlled for 
confounding variables, longitudinal research tracking changes in 
digital literacy over time would strengthen evidence for program 
effectiveness. 
 
Recommendations: This study demonstrates libraries' significant 
impact on digital literacy and misinformation resilience, with 
participants in library programs showing substantial improvements in 
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information evaluation skills (β=0.41, p<0.001) and reduced 
susceptibility to false information (β=0.38, p<0.001). Our findings 
highlight the effectiveness of practical, community-tailored 
approaches that leverage libraries' unique position as trusted 
information intermediaries. However, persistent barriers including 
resource limitations, digital access inequities, and politicization of 
information literacy threaten to undermine libraries' potential in this 
domain. Addressing these challenges requires coordinated action 
across multiple stakeholders.  
 
Based on our findings, we offer the following recommendations: 
 
For Libraries and Librarians 
 

i. Prioritize practical, skills-based digital literacy instruction 
over theoretical approaches 

ii. Develop programming tailored to community-specific 
information needs and concerns 

iii. Implement standardized assessment methods to demonstrate 
program impact 

iv. Leverage institutional neutrality when addressing contentious 
information topics 

v. Expand collaborative partnerships to enhance program reach 
and effectiveness 

 
For Policymakers 
 

i. Establish dedicated funding streams for library digital literacy 
initiatives 

ii. Include libraries as essential partners in national digital 
literacy strategies 

iii. Support broadband access initiatives to address underlying 
digital divides 

iv. Invest in professional development for librarians as digital 
literacy educators 

v. Fund research on effective digital literacy interventions in 
library settings 
 

For Researchers 
 

i. Develop and validate standardized measures of digital literacy 
and misinformation resilience 

ii. Conduct longitudinal studies tracking the long-term impact of 
library programs 

iii. Investigate the transferability of successful program models 
across diverse communities 

iv. Explore the intersection of emotional factors and cognitive 
skills in misinformation susceptibility 

v. Examine the differential impact of various program 
components and delivery methods 

 
As the information landscape continues to evolve, libraries' role as 
trusted community institutions positions them as crucial frontline 
defenders against misinformation. With appropriate support, 
resources, and evidence-based approaches, they can significantly 
strengthen public resilience to false information and contribute to a 
healthier information ecosystem. 
 

CONCLUSION 
 
Libraries play a critical role in the fight against misinformation in the 
post-truth era. By promoting digital literacy, leveraging technology, 
and fostering a culture of critical discernment, libraries can empower 
individuals with the skills they need to navigate the complexities of 
the digital information landscape. However, this requires ongoing 
investment in education, collaboration with community partners, and a 
commitment to inclusivity and accessibility. As trusted information 
hubs, libraries are uniquely positioned to lead this effort and to ensure 
that individuals have access to the accurate and reliable information 
they need to make informed decisions in their lives. 
 

REFERENCES 
 
Adjin-Tettey, T. D. 2022. Combating fake news, disinformation, and 

misinformation: Experimental evidence for media literacy 
education. Cogent Arts & Humanities, 9(1). https://www. 
tandfonline.com/doi/pdf/10.1080/23311983.2022.2037229?needA
ccess=true 

Aïmeur, E., Amri, S., & Brassard, G. 2023. Fake news, disinformation 
and misinformation in social media: A review. Social Network 
Analysis and Mining. https://link.springer.com/content/ 
pdf/10.1007/s13278-023-01028-5.pdf 

American Library Association. 2021. ALA Digital Literacy Task Force 
Report. https://www.ala.org/tools/research/ librariesmatter/digital-
literacy 

Braun, V., & Clarke, V. 2006. Using thematic analysis in psychology. 
Qualitative Research in Psychology, 3(2), 77-101. https://doi.org/ 
10.1191/1478088706qp063oa 

Breakstone, J., Smith, M., Connors, P., Ortega, T., Kerr, D., & 
Wineburg, S. 2021. Lateral reading: College students learn to 
critically evaluate internet sources. Harvard Kennedy School 
Misinformation Review, 2(1).https://doi.org/10.37016/mr-2020-56 

Caled, D., & Silva, M. J. 2021. Digital media and misinformation: An 
outlook on multidisciplinary strategies against manipulation. 
Computational Social Science. https://link.springer.com/content/ 
pdf/10.1007/s42001-021-00118-8.pdf 

Eshet-Alkalai, Y. 2012. Digital literacy: A conceptual framework for 
survival skills in the digital era. Journal of Educational 
Multimedia and Hypermedia, 21(1), 93-106. 

European Commission. 2022. Flash Eurobarometer on fake news and 
disinformation online. https://digital-strategy.ec.europa.eu/en/ 
library/flash-eurobarometer-fake-news-and-disinformation-online 

Guess, A. M., & Munger, K. 2020. Digital literacy and online political 
behavior. Social Media + Society, 6(2), 1-15. https://doi.org/ 
10.1177/2056305120937617 

Guess, A. M., Nagler, J., & Tucker, J. 2020. Less than you think: 
Prevalence and predictors of fake news dissemination on 
Facebook. Science Advances, 5(1), eaau4586. https://doi.org/ 
10.1126/sciadv.aau4586 

Mitchell, A., Gottfried, J., & Liedke, J. 2021. Americans who mainly 
get their news on social media are less engaged, less 
knowledgeable. Pew Research Center. https://www.pewresearch. 
org/journalism/2021/07/27/americans-who-mainly-get-their-news-
on-social-media-are-less-engaged-less-knowledgeable/ 

Ng, W. 2012. Can we teach digital natives digital literacy? Computers 
& Education, 59(3), 1065-1078. https://doi.org/10.1016/ 
j.compedu.2012.04.016 

Pennycook, G., McPhetres, J., Zhang, Y., Lu, J. G., & Rand, D. G. 
2020. Fighting COVID-19 misinformation on social media: 
Experimental evidence for a scalable accuracy-nudge intervention. 
Psychological Science, 31(7). https://journals.sagepub.com/ 
doi/pdf/10.1177/0956797620939054 

Pew Research Center. 2021. Trust in public 
institutions.https://www.pewresearch.org/politics/2021/05/17/publ
ic-trust-in-government-1958-2021/ 

Roozenbeek, J., Culloty, E., & Suiter, J. 2023. Countering 
misinformation. European Psychologist. 

Sirlin, N., Epstein, Z., Arechar, A. A., & Rand, D. G. 2021. Digital 
literacy is associated with more discerning accuracy judgments but 
not sharing intentions. Harvard Kennedy School Misinformation 
Review, 2(6).https://doi.org/10.37016/mr-2020-83 

Vosoughi, S., Roy, D., & Aral, S. 2018. The spread of true and false 
news online. Science, 359(6380), 1146-1151. https://doi.org/ 
10.1126/science.aap9559 

Wineburg, S., McGrew, S., Breakstone, J., & Ortega, T. 2016. 
Evaluating information: The cornerstone of civic online 
reasoning. Stanford Digital Repository. https://purl.stanford.edu/ 
fv751yt5934 

World Health Organization. 2020. Managing the COVID-19 
infodemic.https://www.who.int/news/item/23-09-2020-managing-
the-covid-19-infodemic-promoting-healthy-behaviours-and-
mitigating-the-harm-from-misinformation-and-disinformation 

33435                                                                           Girish Rathod, Ccpost-truth era 



Zimdars, M., & McLeod, K. 2020. Fake news: Understanding media 
and misinformation in the digital age. 

 
Survey Questionnaire 
 
Demographics and Background 
 
1. Age group: 

o [ ] 18-24 
o [ ] 25-34 
o [ ] 35-44 
o [ ] 45-54 
o [ ] 55-64 
o [ ] 65-74 
o [ ] 75+ 

2. Gender: 
o [ ] Female 
o [ ] Male 
o [ ] Non-binary/third gender 
o [ ] Prefer to self-describe: _____________ 
o [ ] Prefer not to say 

3. Highest level of education completed: 
o [ ] Less than high school 
o [ ] High school diploma or equivalent 
o [ ] Some college, no degree 
o [ ] Associate's degree 
o [ ] Bachelor's degree 
o [ ] Master's degree 
o [ ] Doctoral or professional degree 

4. Geographic region: 
o [ ] Northeast 
o [ ] Southeast 
o [ ] Midwest 
o [ ] Southwest 
o [ ] West Coast 
o [ ] Other: _____________ 

5. How would you describe the area where you live? 
o [ ] Urban 
o [ ] Suburban 
o [ ] Rural 

6. How would you rate your internet access at home? 
o [ ] Excellent (high-speed, reliable) 
o [ ] Good (occasionally slows down) 
o [ ] Fair (frequent interruptions) 
o [ ] Poor (slow, unreliable) 
o [ ] No internet access at home 

Library Usage Patterns 
7. How often do you visit a public library (in person)? 

o [ ] Several times a week 
o [ ] Once a week 
o [ ] A few times a month 
o [ ] Once a month 
o [ ] A few times a year 
o [ ] Once a year or less 
o [ ] Never 

8. How often do you use library online resources or digital 
services? 
o [ ] Daily 
o [ ] Several times a week 
o [ ] Once a week 
o [ ] A few times a month 
o [ ] Once a month 
o [ ] A few times a year 
o [ ] Never 

9. Have you participated in any library-led digital literacy 
programs in the past 12 months? 
o [ ] Yes 
o [ ] No 
o [ ] Unsure 

10. If yes, which type(s) of program? (Select all that apply) 
o [ ] Fact-checking workshop 
o [ ] Media literacy class 

o [ ] Computer skills training 
o [ ] Internet safety seminar 
o [ ] Critical thinking workshop 
o [ ] Information evaluation training 
o [ ] Other: _____________ 

11. How many library digital literacy sessions have you attended 
in the past 12 months? 

o [ ] None 
o [ ] 1-2 sessions 
o [ ] 3-5 sessions 
o [ ] 6 or more sessions 

12. What is your primary reason for using the library? (Select 
one) 
o [ ] Borrowing books/materials 
o [ ] Using computers/internet 
o [ ] Attending programs/events 
o [ ] Quiet study/workspace 
o [ ] Research assistance 
o [ ] Children's activities 
o [ ] Other: _____________ 

 
Digital Literacy Assessment 
 
For each statement, indicate your level of agreement on a scale from 
1-5 (1=Strongly Disagree, 5=Strongly Agree) 
 
13. I know how to verify if information I find online is accurate. 1 [ ] 

2 [ ] 3 [ ] 4 [ ] 5 [ ] 
14. I understand how social media algorithms determine what content 

I see. 1 [ ] 2 [ ] 3 [ ] 4 [ ] 5 [ ] 
15. I can identify sponsored content or advertisements disguised as 

news articles. 1 [ ] 2 [ ] 3 [ ] 4 [ ] 5 [ ] 
16. I know how to use search engines effectively to find reliable 

information. 1 [ ] 2 [ ] 3 [ ] 4 [ ] 5 [ ] 
17. I can evaluate the credibility of a website based on its URL, 

design, and content. 1 [ ] 2 [ ] 3 [ ] 4 [ ] 5 [ ] 
18. I understand the difference between news reporting and opinion 

pieces. 1 [ ] 2 [ ] 3 [ ] 4 [ ] 5 [ ] 
19. I am confident in my ability to recognize manipulated images or 

videos. 1 [ ] 2 [ ] 3 [ ] 4 [ ] 5 [ ] 
20. I know how to use fact-checking websites to verify information. 1 

[ ] 2 [ ] 3 [ ] 4 [ ] 5 [ ] 
21. I understand how my emotional reactions might influence my 

judgment of information. 1 [ ] 2 [ ] 3 [ ] 4 [ ] 5 [ ] 
22. I am familiar with lateral reading (checking information across 

multiple sources). 1 [ ] 2 [ ] 3 [ ] 4 [ ] 5 [ ] 
23. I can identify potential conflicts of interest that might bias 

information. 1 [ ] 2 [ ] 3 [ ] 4 [ ] 5 [ ] 
24. I understand how confirmation bias affects my information 

consumption. 1 [ ] 2 [ ] 3 [ ] 4 [ ] 5 [ ] 
25. I know how to check the date of online information to assess its 

currency. 1 [ ] 2 [ ] 3 [ ] 4 [ ] 5 [ ] 
26. I can identify the original source of information that has been 

shared multiple times online. 1 [ ] 2 [ ] 3 [ ] 4 [ ] 5 [ ] 
27. I know how to use reverse image search to verify the authenticity 

of photos. 1 [ ] 2 [ ] 3 [ ] 4 [ ] 5 [ ] 
 
Misinformation Identification 
For each headline below, indicate whether you think it is likely TRUE 
or FALSE: 
 
28. Headline: "Study Shows Coffee Drinkers Live Five Years Longer 

on Average" 
o [ ] Likely True 
o [ ] Likely False 
o [ ] Unsure 

29. Headline: "Scientists Discover New Planet That Could Support 
Human Life" 
o [ ] Likely True 
o [ ] Likely False 
o [ ] Unsure 
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30. Headline: "Local Government Implements Microchips in 
Vaccines to Track Citizens" 

o [ ] Likely True 
o [ ] Likely False 
o [ ] Unsure 

31. Headline: "New Research Links Common Food Additive to 
Cancer Risk" 

o [ ] Likely True 
o [ ] Likely False 
o [ ] Unsure 

32. Headline: "Famous Celebrity Secretly Donates Half Their 
Fortune to Charity" 

o [ ] Likely True 
o [ ] Likely False 
o [ ] Unsure 

33. Headline: "Major Technology Company Announces Layoffs 
Amid Financial Struggles" 

o [ ] Likely True 
o [ ] Likely False 
o [ ] Unsure 

34. Headline: "Government Study Finds Link Between 5G Networks 
and Health Issues" 

o [ ] Likely True 
o [ ] Likely False 
o [ ] Unsure 

35. Headline: "New Treatment Shows Promise in Early Alzheimer's 
Disease Trials" 

o [ ] Likely True 
o [ ] Likely False 
o [ ] Unsure 

36. Headline: "Secret Document Reveals Politicians' Plan to Ban 
Religious Practice" 

o [ ] Likely True 
o [ ] Likely False 
o [ ] Unsure 

37. Headline: "Everyday Household Item Found to Contain 
Dangerous Levels of Toxins" 
o [ ] Likely True 
o [ ] Likely False 
o [ ] Unsure 

 
Information Sharing Behavior 
 
For each statement, indicate how frequently you engage in these 
behaviors on a scale from 1-5 (1=Never, 5=Always) 
 
38. I verify information before sharing it on social media. 1 [ ] 2 [ ] 3 

[ ] 4 [ ] 5 [ ] 
39. I check the source of news articles before sharing them. 1 [ ] 2 [ ] 

3 [ ] 4 [ ] 5 [ ] 
40. I read beyond the headline before sharing content. 1 [ ] 2 [ ] 3 [ ] 4 

[ ] 5 [ ] 
41. I consider whether information might be misleading before 

sharing it. 1 [ ] 2 [ ] 3 [ ] 4 [ ] 5 [ ] 
42. I share content that aligns with my existing beliefs without fact-

checking. 1 [ ] 2 [ ] 3 [ ] 4 [ ] 5 [ ] 
43. I look for confirmation from multiple sources before sharing 

information. 1 [ ] 2 [ ] 3 [ ] 4 [ ] 5 [ ] 
44. I consider the emotional impact of content before sharing it. 1 [ ] 

2 [ ] 3 [ ] 4 [ ] 5 [ ] 
 
Library Program Evaluation 
 
For those who have participated in library digital literacy programs. 
If you haven't participated, skip to question 53. 
 
45. How would you rate the overall effectiveness of the library's 

digital literacy program(s)? 
o [ ] Extremely effective 
o [ ] Very effective 
o [ ] Moderately effective 
o [ ] Slightly effective 

o [ ] Not effective at all 
46. Which aspects of the program did you find most helpful? 

(Select up to 3) 
o [ ] Practical fact-checking techniques 
o [ ] Understanding how social media works 
o [ ] Evaluating source credibility 
o [ ] Hands-on exercises 
o [ ] Discussion of real-world examples 
o [ ] Learning about cognitive biases 
o [ ] Tools for verifying images/videos 
o [ ] Strategies for emotional awareness 
o [ ] Other: _____________ 

47. How has the program changed your online behavior? (Select 
all that apply) 

o [ ] I verify information more often 
o [ ] I share less unverified content 
o [ ] I follow more diverse news sources 
o [ ] I'm more aware of my emotional reactions 
o [ ] I use fact-checking websites regularly 
o [ ] I practice lateral reading 
o [ ] No significant change 
o [ ] Other: _____________ 

48. Did the program address misinformation topics relevant to 
your community? 

o [ ] Yes, very relevant 
o [ ] Somewhat relevant 
o [ ] Not particularly relevant 
o [ ] Not at all relevant 

49. What delivery method was most effective for you? (Select one) 
o [ ] In-person workshop 
o [ ] Online webinar 
o [ ] Self-paced tutorial 
o [ ] One-on-one assistance 
o [ ] Group discussion 
o [ ] Hands-on practice 
o [ ] Other: _____________ 

50. What improvements would you suggest for the library's 
digital literacy programs? (Select up to 3) 

o [ ] More advanced topics 
o [ ] More basic/introductory content 
o [ ] More frequent sessions 
o [ ] Longer sessions 
o [ ] More hands-on activities 
o [ ] More tailored to specific demographics 
o [ ] More take-home resources 
o [ ] Better technology/equipment 
o [ ] Other: _____________ 

51. How confident do you feel applying what you learned in your 
daily life? 
o [ ] Extremely confident 
o [ ] Very confident 
o [ ] Moderately confident 
o [ ] Slightly confident 
o [ ] Not confident at all 

52. Would you recommend the library's digital literacy program 
to others? 

o [ ] Definitely would recommend 
o [ ] Probably would recommend 
o [ ] Might or might not recommend 
o [ ] Probably would not recommend 
o [ ] Definitely would not recommend 

Community Needs and Barriers 
53. What barriers prevent you from developing better digital 

literacy skills? (Select all that apply) 
o [ ] Lack of time 
o [ ] Limited internet access 
o [ ] Lack of technology devices 
o [ ] Limited knowledge of available resources 
o [ ] Difficulty understanding technical concepts 
o [ ] Lack of interest 
o [ ] Programs not offered at convenient times 
o [ ] Programs not relevant to my needs 
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o [ ] Language barriers 
o [ ] Other: _____________ 

54. What digital literacy topics would you be most interested in 
learning about? (Select up to 3) 

o [ ] Fact-checking techniques 
o [ ] Understanding social media algorithms 
o [ ] Evaluating news sources 
o [ ] Detecting doctored images/videos 
o [ ] Privacy and security online 
o [ ] Managing digital footprint 
o [ ] Political misinformation 
o [ ] Health misinformation 
o [ ] Scientific literacy 
o [ ] Other: _____________ 

55. How do you prefer to learn new digital skills? (Select up to 2) 
o [ ] In-person group workshops 
o [ ] Online tutorials/videos 
o [ ] One-on-one assistance 
o [ ] Printed materials/guides 
o [ ] Interactive online courses 
o [ ] Informal discussion groups 
o [ ] Other: _____________ 

56. Which institution do you trust most for accurate information? 
(Select one) 

o [ ] Public libraries 
o [ ] Educational institutions 
o [ ] Government agencies 
o [ ] News media organizations 
o [ ] Social media platforms 
o [ ] Scientific organizations 
o [ ] None of these 
o [ ] Other: _____________ 

57. What would make you more likely to participate in a library 
digital literacy program? (Select up to 3) 
o [ ] More convenient times 
o [ ] Online/virtual options 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

o [ ] More advanced topics 
o [ ] More basic/introductory topics 
o [ ] Focus on specific issues (health, politics, etc.) 
o [ ] Incentives (gifts, certificates, etc.) 
o [ ] Better promotion of available programs 
o [ ] Transportation assistance 
o [ ] Childcare availability 
o [ ] Other: _____________ 

Open-Ended Questions 
58. How has misinformation affected you or your community 

personally? 
 
 
 

59. What role do you think libraries should play in addressing 
misinformation? 

 
 
 

60. What strategies do you use to determine if information is 
trustworthy? 

 
 
 

61. What additional resources would help you better navigate 
digital information? 

 
 
 

62. How has your approach to online information changed in the 
past few years? 
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