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ARTICLE INFO ABSTRACT

The rapid growth of Internet of Things (IoT) technologies has significantly increased the generation
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of sensitive user data through healthcare wearables, industrial sensors, smart transportation systems,
and intelligent monitoring devices. Conventional centralized machine learning architectures require
transfer of raw datasets to cloud servers, thereby increasing privacy risks and cybersecurity
vulnerabilities. Federated Learning (FL) has emerged as a decentralized machine learning paradigm
that enables collaborative model training across distributed edge devices without exposing sensitive
local data. The present study evaluated a privacy-preserving federated learning architecture integrated
with secure aggregation and differential privacy techniques in decentralized IoT environments.
Experimental analysis demonstrated progressive improvement in model accuracy, communication
efficiency, and cybersecurity performance while minimizing privacy exposure risks. The findings
indicate that federated learning can significantly contribute toward the development of secure, ethical,

and scalable artificial intelligence systems for healthcare and smart IoT ecosystems.

*Corresponding author:
Varaganti Sai Chitra Prathyusha

Copyright©2026, Varaganti Sai Chitra Prathyusha. This is an open access article distributed under the Creative Commons Attribution License, which permits
unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.

Citation: Varaganti Sai Chitra Prathyusha. 2026. “Privacy-preserving federated learning across decentralized edge devices in iot networks ”. International }

[ Journal of Current Research, 16, (05), 37061-37063.

INTRODUCTION

The evolution of IoT technologies has transformed digital
healthcare, industrial automation, environmental
monitoring, and intelligent transportation systems. Smart
devices continuously generate large volumes of sensitive
and  real-time  information  requiring  advanced
computational analysis. Traditional machine learning
systems depend on centralized cloud infrastructures where
data from multiple devices are aggregated for model

training.  Although  centralized systems improve
computational scalability, they create serious concerns
related to privacy leakage, unauthorized access,

cybersecurity attacks, and ethical handling of personal
information. Federated learning provides an innovative
decentralized learning framework where edge devices
independently train local models using device-specific
datasets and transmit only encrypted model parameters to a
coordinating server. This approach significantly enhances
user confidentiality and minimizes raw data exposure. The
integration of federated learning with edge computing is
particularly important in healthcare applications because
patient information collected through wearable devices and

remote  monitoring strict

protection.

systems requires privacy

OBJECTIVES OF THE STUDY

e To evaluate the efficiency of federated learning in
decentralized IoT systems.

e To analyze communication
cybersecurity performance.

e To compare federated learning with centralized
machine learning architectures.

e To assess privacy preservation mechanisms in
collaborative Al environments.

e To identify future research opportunities in IoT-based
federated intelligence.

MATERIALS AND METHODS

The present study was designed as a simulation-based
analytical investigation using decentralized loT edge
devices. Multiple heterogeneous devices participated in
collaborative machine learning through localized data
training and encrypted parameter aggregation.

efficiency and
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Table 1. Experimental Configuration of IoT Edge Devices

Parameter Configuration
Number of Edge Devices 50

Learning Algorithm Federated Averaging (FedAvg)
Communication Network Secure Wireless Edge Network
Encryption Method Differential Privacy
Local Training Epochs 5

Batch Size 32

Dataset Distribution Non-1ID Distributed Data

Table 1 summarizes the detailed experimental configuration
adopted for decentralized federated learning simulation. The
Federated Averaging algorithm was implemented across 50
edge devices using non-uniform distributed datasets.

Figure 1. Accuracy Improvement During Federated Learning
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Figure 1 illustrates the progressive increase in training and
validation accuracy during federated learning communication
rounds. The model achieved 95.2% training accuracy and
93.8% validation accuracy after 20 communication rounds.

RESULTS AND DISCUSSION

Table 2. Accuracy Performance Across Communication Rounds

Communication Round | Training Accuracy | Validation Accuracy
(%) (%)
1 724 70.8
5 81.6 79.5
10 88.3 86.1
15 92.1 90.4
20 95.2 93.8

Table 2 demonstrates progressive improvement in model
performance during decentralized collaborative learning.
Stable convergence was observed despite non-uniform data
distribution across IoT edge devices.

Table 3. Comparative Analysis Between Centralized and
Federated Learning

Parameter Centralized Learning | Federated Learning
Raw Data Transfer Required Not Required
Privacy Risk High Low

Bandwidth Consumption | High Moderate
Cybersecurity Moderate Enhanced
Scalability Moderate High

Edge Intelligence Limited Advanced
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Figure 2. Performance Evaluation of Federated Learning
Framework
Figure 2 presents comparative performance evaluation scores
of the federated learning framework. The decentralized
architecture demonstrated high communication efficiency,
strong privacy preservation, and improved cybersecurity
performance.

Table 3 compares centralized machine learning architectures
with federated learning frameworks. Federated learning
significantly reduced privacy risks and eliminated the need for
raw data transfer. The present study demonstrated that
federated

learning can substantially improve privacy-
preserving artificial intelligence in decentralized IoT
ecosystems.

Secure aggregation and differential privacy mechanisms
minimized information leakage risks while maintaining
collaborative model performance. Communication overhead
was reduced because only encrypted model updates were
transmitted between participating devices and aggregation
servers. The decentralized architecture improved scalability
and cybersecurity performance compared to centralized cloud-
based learning systems. Despite these advantages, challenges
such as device heterogeneity, energy consumption, and
communication latency remain important limitations requiring
future optimization.

STATISTICAL INTERPRETATION

The federated learning model demonstrated a mean training
accuracy of 85.92% and a mean validation accuracy of 84.12%
across communication rounds. An overall performance
improvement of approximately 31.5% was observed from the
initial to final communication cycle. The findings indicate
stable decentralized convergence and efficient collaborative
optimization.

CONCLUSION

Federated learning represents a transformative decentralized
machine learning paradigm for privacy-preserving IoT
systems. The proposed framework demonstrated enhanced
cybersecurity, improved communication efficiency, reduced
privacy exposure risks, and high model performance. The
integration of federated learning with edge computing can
support future healthcare, industrial, and smart city
applications requiring ethical artificial intelligence.
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