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Rogue devices are an increasingly dangerous reality in the insider threat problem domain. Industry,
government, and academia need to be aware of this problem and promote state-of-the-art detection
methods. Rogue access points, if undetected, can be an open door to sensitive information on the
network. Many data raiders have taken advantage of the undetected rogue access points in enterprises
to not only get free Internet access, but also to view confidential information. Most of the current
solutions to detect rouge access points are not automated and are dependent on a specific wireless
technology. In this paper, we present a rogue access point detection approach. The approach is an
automated solution which can be installed on any router at the edge of a network. The main premise
of our approach is to distinguish authorized WLAN hosts from unauthorized WLAN hosts connected
to rogue access points by analyzing traffic characteristics at the edge of a network. Simulation results
verify the effectiveness of our approach in detecting rogue access points in a heterogeneous network
comprised of wireless and wired subnets. Rogue Access Point detection is a two step process starting
with discovering the presence of an Access Point in the network and then proceeding to identify

whether it is a rogue or not. This Methodology has the following outstanding properties:
1. It doesn’ t re quire any specialized hardw are ;

2. The proposed algorithm detects and completely eliminates the RAPs from network;

3. It provides a cost-effective solution. The proposed technique can block RAPs as well as remove them
from the networks both in form of Unauthorized APs or as a Rogue clients Acting as APs. Key wo rd s:
Rogue Access Point, Wireless LAN, Wireless Security, etc.

Copyright © 2014 Yogesh Kapadi et al. This is an open access article distributed under the Creative Commons Attribution License, which permits unrestricted use,
distribution, and reproduction in any medium, provided the original work is properly cited.

INTRODUCTION

Problem Description

A rogue AP is an unauthorized access point plugged into a
corporate network, posing a serious security threat to enterprise
IT systems. Rogue APs are typically installed by employees in
work places for convenience and flexibility. Although users
could leverage common security measures such as Wired
Equivalent Privacy (WEP) to protect their network
communications, such measures may not be consistent with the
corporate security policies and they are often inefficient. For
example, researchers have identified design laws in WEP,
which can be easily exploited to recover secret keys. Rogue AP
exposes internal networks to the outside world, making it easy
for people to bypass security measures. Rouge devices are an
increasingly dangerous reality in the insider threat problem
domain. Industry, government, and academia need to be aware
of this problem and promote state-of-the-art detection methods.
Rogue access points, if undetected, can be an open door to
sensitive information on the network. Many data raiders have
taken advantage of the undetected rogue access points in
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enterprises to not only get free Internet access, but also to view
confidential information. Most of the current solutions to detect
rouge access points are not automated and are dependent on a
specific wireless technology. Rogue AP exposes internal
networks to the outside world, making it easy for people to
bypass security measures.

There are few researches already performed in this field, to
detect and block the Rogue Access Points, but none of them is
comprehensive. Most of them need to have a dedicated piece of
software or hardware, or even some special qualified
employees for performing different scans, or even some
additional burden is given to the current employee for regular
scanning of their vicinity for checking any unauthorized access
points actively working around them. Here we propose a fully
automated concept (without any manual intervention) of
detecting and eliminating RAPs by applying the Reserve Proxy
Server methodology onto the network.

In present methodology there are many limitations like as If
RAP is not properly handeled, it could lead from minor
network fault to serious network failure. Most solutions are not
automated, they are dependent. It fails to provide adequate
security. One could easily break into a wireless network with
minimal setup, a laptop & a wireless card. The presence of
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RAP always resulted into the important information leakage or
damage.

Purpose

The main objective of this project is to develop software with
functionality of Rouge Access Point Detection & Elimination.
The contribution of this project is a reserve proxy server
methodology approach to detect Rogue Access Points in a
wireless Network.

Project Scope

A rogue AP is an unauthorized access point plugged into a
corporate network, posing a serious security threat to enterprise
IT systems. Rogue APs are typically installed by employees in
work places for convenience and flexibility. Although users
could leverage common security measures such as Wired
Equivalent Privacy (WEP) to protect their network
communications, such measures may not be consistent with the
corporate security policies and they are often inefficient. For
example, researchers have identified design laws in WEP,
which can be easily exploited to recover secret keys. Rogue AP
exposes internal networks to the outside world, making it easy
for people to bypass security measures. Rouge devices are an
increasingly dangerous reality in the insider threat problem
domain. Industry, government, and academia need to be aware
of this problem and promote state-of-the-art detection methods.

Rogue access points, if undetected, can be an open door to
sensitive information on the network. Many data raiders have
taken advantage of the undetected rogue access points in
enterprises to not only get free Internet access, but also to view
confidential information. Most of the current solutions to detect
rouge access points are not automated and are dependent on a
specific wireless technology.

Rogue AP exposes internal networks to the outside world,
making it easy for people to bypass security measures.

Implementation Plan

In algorithm there is the three important factors that is proxy,
server and client.

Proxy: 1. All hosts have to go through proxy server.

2. Proxy will detect hosts MAC _ID, SSID, IP Address, Hard
disc serial no and requested port no as per incoming requests.

3. Host policies and rules are stored in the MYSQL database on
Proxy server.

4. Proxy will check the host policy and process the request
accordingly.

5. User gets the internet access if he is an authorized user
otherwise gets the error message.

6. Proxy Features are: a. Allow/Deny Internet Access. b. Block
Incoming/Outgoing Ports. c¢. Catch Machine Information. d.
Maintain user login information. e. Detect Rouge Access Point.
7. Some of the different ways in which IT managers can
populate the authorized list are:

a. Authorized MAC. b. Authorized SSID. c. Authorized
Vendor. d. Authorized Media Type. e. Authorized Channel.
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Fig.1. System Architechture

Server :

1. Admin can view login details. 2. Admin can define rules for
the host and allow/deny them for internet access. 3. Admin can
add ports to incoming/outgoing port list.

Client :

1. Client has to Start Application.

2. Login with your credentials. 3. Set the proxy IP and port no
in browser proxy Hit web URL to connect to.

Working of System

There are three main parts in this system i.e. client, proxy
server and server. In System connection firstly proxy server
sends the request for establishment of connection with the
server. Then server accepts the request and establishes the
connection with proxy server and informed to proxy server.

When new client wants to use WLAN it must require the
software setup. If there is new client then he should go through
the registration process. Firstly client fills registration details
and sends this information to proxy server. Then proxy server
automatically fetches the client machine details and forward to
the server. At server side, server cross check the all details if
that details not present in the system then in that case server
adds that details in the database repository. Then again cross
checking with the server take place. If details are verified then
machine get the permission to network access. Then client
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sends the IP, URL and Port request to the proxy server. Then
proxy server sends these details to the server. When server
accepts the request then it sends the acknowledgement and
authorization to the proxy server then proxy server sends
authorization to the client. In this way the working of the
system take place.
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Fig.2. Sequence Flow

Snap Shot

Following fig shows the total initial details of the system. In
this if client is new then he should sign up for that he fills all
details like user name password then go through secure sign up.
If client is old one then he directly login to the system. After
login clients details match with the database repository, if
details match then he get network access. After that there is
logout screen using that user close all process.
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Conclusion

This system requires only single detection and elimination
algorithm. Wireless Security maintained properly. So
Processing of Detection and elimination of RAPs is very fast.
Also all solutions are automated, they are independent. This
system Doesn’t required an y specialized hardware so it is cost
effective. This approach look very efficient, however its
efficiency will get evaluate during the practical experiments
over real time wireless networks. Here we extended the
approach of reserve proxy server based mechanism to detect
and prevent the fake access points from the wireless networks.
In above proposed algorithm we added the concepts of proxy
server which improves the performance and allows to
periodically scan not only new access points but also the
existing access points for any unauthorized actions.
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